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DNEeKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKUHT, yJaalicHHass paboTa u
yuyeba, OHJAHH-pErucTpallui, UHTEPHET-Mara3uHbl U MapKETILUIDUCHI — BCE
9TO HACTOJIBKO MPOYHO BOIIJIO B HAITy MOBCEAHEBHOCTH, YTO MHOTAA TPYIHO
MOBEPUTH, KaK KWIK 0€3 3TOro panblie. Yem OoJblle MOrpykaemMcs B MUp
HH(POPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJOTUH (daree — HMKT), TeMm
OO0JIBIIE CTAHOBUMCS YSI3BUMEE.

Kub6epaTaku Ha uHGOPMAIMOHHYIO CTPYKTYPY — ATO OJIHA U3 CaMbIX
3HAUUTEIBHBIX W  TOCTOSHHO  pacTylmIdX yrpo3 s  TII00aIbHOM
oeszormacHoctt B XXI| Beke. Ha Qone BceoOmeld mudpoBuzanuu 3ta
npoOjeMa He IPOCTO HapacTaeT, a HJBOJIOIMOHUPYET, Ha YTO BIMSET
ITUPOKOE MCIOIb30BAHUE UCKYCCTBEHHOT'O MHTEIJIEKTA (daree — MH), Tak Kak
3JIOYMBIIUICHHUKA HAYWHAIOT HCMOJIb30BaTh €ro Juis Co3JaHus OoJjee
M3OIIPEHHBIX BPEJAOHOCHBIX IMPOrpamMM, aBTOMATHU3alMM aTaKk W aHajIu3a
YS3BUMOCTEM.

Kubepartaku npeBpaTHINCh U3 MPOOJIEMbl TEXHUYECKUX CIICIIMATUCTOR
B OJIHY M3 TJIABHBIX CTPATETHYSCKUX YIrpo3 HAIMOHATBLHOW, SKOHOMHUYECKOM
U 00IIIECTBEHHOM 0€30MaCHOCTH JIFDOOU CTpaHbI.



Ilo pesynpTaTaM WHCCIIEIOBaHMs, IPOBEACHHOIO B IPOILIOM IOy,
bemapyce Haxonures Ha 3-M Mmecte B pertunre ctpan CHI', koropsie vaie
BCETO MOJIBEPraloTcs Kubeparakam.

Kaxnas nsaras araka B bemapycu npuxonurcst Ha roccekTop (22%). Ha
BTOPOM MecTe — cdepa NpoMbIluIeHHOCTH (14%), a HA TPEThe CTPOUKE —
dbunancoBas otpaciab (11%). MHOro arak Tak)Ke HaICJIeHbI Ha CEKTOp
TeJIEKOMMYHUKAIIUH, chepbl HAyKu U 00pa3zoBaHus (8%).

Kaxmas  Bropas  kmbeparaka (57%) 0OpUBOAUT K  yTEUKe
KOH(pUACHIMAIBHBIX  JaHHBIX. Pexxe OHM  HapylalOT  OCHOBHYIO
nesTenbHoCcTh (16%) mnu HecyT npsimble (puHaHCOBBIE motepu (8%). boiee
IIOJIOBUHBI YKPAJIECHHBIX CBEICHUM COCTABISAIOT IEPCOHAJIBHBIE JAHHBIE H
KOMMepYecKasi TallHa. AKTyaJbHOW MNpoOJIEeMOM OCTaeTcsl Kpaxka JEHEr ¢
OAHKOBCKUX KapTOYEK U 3JIEKTPOHHBIX KOUIEIHKOB.

Cnaiin 2.

POCT KMBEPATAK B BEJIAPYCU

[l Nosuuus Benapycu: 3-e mecto & CHE no
KONM4ECTBY knbeparar

. OCHOBHbIE LENKM ATAK:
foccexrop — 22%
Mpombiwnennocrs — 14%
DuHance — 11%

Bl NOCNEACTBMA:

Yreuka gaHHbix — 57% cny4vaes

Hapywenne padorsl — 16%
Dunancosbie norepu — 8%

CornacHo panHbIM 3a 2024 roj, Hama pecrnyOiuKa IO YpPOBHIO
kuOepoe3zonacHoctu 3ansuia 70-e mectro u3 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanvhoiti unoexc xubepbezonacrocmu,),
yCTyIMB 1O 3TOMy WHAEKCYy cpean crpan CHIT noums Mongose,
Azep0aiimkany u Poccun.

PocT M yci10:kHeHHE MeTO/I0B KHOEepPyrpo3 TPedYyIoT onepekauiero
U KOMILJIEKCHOTO pearupoBaHUsl.

B benapycu npuHAT psll CUCTEMHBIX Mep, U 00pr0a ¢ Kubepyrpo3zamMu
BEJIETCS Ha HECKOJIbKUX YpOBHSX. Tak, Ha rocyaapCcTBeHHOM YPOBHeE
VYkazom [Ipesunenta Peciy6nuku benapyck Ne 40 «O xubepOe30macHOCTH
peanuzyercs KOMILJIEKCHBIH MHOT'0YPOBHEBBI MeXaHHU3M
NpPOTUBOAEHCTBUS KHOepaTakaM Ha TOCYJapCTBEHHBIE OpTraHbl U
OpraHu3aly, KpUTHUYECKYI0 HHGOpMaImoHHy0 HHGpacTpykTypy. Co3mgaH
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HanuonanbHblil 1IeHTp oOecrieueHuss KuOepOe30MmacHOCTH U pearupoBaHUs
Ha KUOCPUHITUICHTHI (Oanee — HayuonanvHolll yewmp Kubepbe3zonachocmu).
HanaxeHo MeX1yHapoHOE COTPYITHUUECTBO B ATOM cdepe.

Co3nanbl  HEOOXOJMMBIE  TMPABOBBIE  YCIOBUSI  JJIsi  3alllUTHI
MEPCOHATLHBIX JIAHHBIX M O€30MaCHOCTU JUYHOCTH M OOIIECTBA MPU HX
ucrnosib3oBanuu. 3akoH PecnyOnuku benapych «O 3amure nepcoHaabHBIX
JaHHBIX», npuHATHIA B 2021 romy, YyCTaHaBIMBAe€T  TPaHMUIIbI,
OTnpeeNsionie, Kakyro WHGOpPMAIMI0O O YeIOBEKE MOXKHO coOupaTh U
pacnpocTpaHaTh. BMmecTe ¢ TeMm, 4TOOBI 3alllUTa MEPCOHAIBHBIX JAaHHBIX
Obl1a mo-HacTosiemMy 3(OPEKTUBHON, HY>KHBI OOIUE YCUIIUS — HE TOJBKO
roCcyJ1apCcTBa, HO U TPaXK/IaH.

[IpoTuBOICICTBHE OCYIIECTBIACTCS U HA KOPHOPATHBHOM YPOBHE.
Opranmzanud W TPEANPUATHS HWHBECTHPYIOT B KuOepOe30macHOCTh U
oOy4eHHE COTPYAHUKOB.

Jlns GoprOBI ¢  KuOEpyrpo3amMy Ha HWHAUBUAYAJILHOM YPOBHE
TpeOyeTCcsl TOBBIINICHNE ITU(POBONM TPAMOTHOCTH HACEJICHHS, COOJI0JICHUE
AJIEMEHTAPHBIX TTPaBUWI HU(PPOBOIN TUTHECHBI.

CoBpeMeHHbIE ACTIEKThI KN0ep0e30NmacHOCTH

Kubepnpectymienus TpaHCHALIMOHAJIbHBI, 3JI0YMBIIICHHUKHU
HCIIOJIBb3YIOT aHOHI/IMaﬁ3CpBI (cepeucw, nos3eoJiAAlwUe CKpblnib JUY4Hble oanmnvle
nonvsoeamens u obecneuumv AHOHUMHOCMbL 6 Mumepheme) W HAXOIATCS 32
pyOeXoM, UTO KpailHe 3aTpyJHSET UX 3ajieprKaHue.

ITo pmamaeiM CrenctBeHHoro komureTa PecmyOmuku benapycs,
orMmedaeTcs yxon 6omee 80% BeiMoraTenscTB U 6osiee 90% MOIICHHUYECTB B
«OHJIAaWH»-CXEMY, Y€MY CIOCOOCTBYeT B TOM YHCJIE€ HHM3KHH MPOIECHT
OCBEIOMJIEHHOCTH TPAXKJAH O NPECTYNHBIX CXEMax, a TaKXe pPa3BUTHE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

KapTtuna pacnpoctpaneHHbIX BUAOB KuOeprnpecTyiieHuid B bemapycu
MOBTOPSICT TJIOOATbHBIC TPEHbI, HO C AKIIEHTOM Ha MECTHBIE IUIATE)KHBIC
CHUCTEMBI U MMPUBBIYKU HACEIICHUA.

[lo pmaHHBIM  TJIABHOTO  YNPABJIEHHS IO  NPOTUBOJCUCTBUIO
KHOEpNPECTYMHOCTH KPUMHUHAIBHOW MUIMIMA MUHHUCTEpCTBA BHYTPEHHUX
nen Pecnybnuku bemapych, 3a 9 mecsneB Tekymero rojga B bemapycu mo
CPAaBHEHHUIO C AaHAJOTHUYHBIM MEPUOAOM MPOIUIOr0 Troja KOJIWYECTBO
KkuOeprpecTymieHnit cHu3uiaoch noutu Ha 11% (Ga 9 mecayes 2025 co0a
sapecucmpuposano bonee 13 moic. cryuaes (13 420), mpemo uz komopuwix (4 121)
— 6 2.Muncke).

[To cratuctuke keHUUHBbI (65%) 4aine BCErO CTAHOBATCS KEPTBAMH
MOIIICHHUKOB, KOTOpPbI€ BBIMAHUBAIOT JICHBIM IYTEM IICHUXOJOTHYECKUX
MaHUNYJISIUA 1o Tenedony (77,9%), Kymn-nmpojaxu TOBAPOB U OKa3aHUS
ycayr (65,6%), OmarorBoputenbHoctu (100%). Myaxuunbl (84,8%), kak



IIpaBUJIo, CTaHOBIATCA KEpTBAMU MOIICHHHNUYCCTBA, CBsA3aHHOI'O C
HCIOJIb30BAHUEM CAWTOB 3HAKOMCTB.

Coaitig 3.

MNOPTPET XXEPTBbl MOLUEHHUYECTBA

sy ] HeHwmHb
e O . . b
-* o TenedoHHBIe MOWEHHNKKM — 77 9%
X T e e Ofman B chepe yonyr — 65,6%

MyW4nHbI
MOIWLeHHU4ECTBO HA CANTax 3HakomeTe — 84 8%

A By - N L el Bospacr
ks | S 504: TenedOHHOE MOLEHHWYECTBO, ANOMOLLL
‘ f %8 POACTBEHHUKIM S
=) e - . Ao 30 ner: NCEBAC-HHBECTULMKN (65,4%),
e GO AUCTAHUMOHHBIE CAENKK € HEABUMHMMOCTBIO {56,3%)
30-49 net: MKT-moweHHnyecTeo ¢ gorosopamu (53,1%)

d b 4 — -
.. TS ' CoymanbHeii cratyc:
V5 Ge3paboTHble YaLe NONAAINT B HHBECTUUMOHHLIE

noByLwHHM (46,2%)

Cnpaeouno:

Bo3pacmmuuie epynnot nomepneguiux:

awou cmapuie 50 nem uawe cmano8amMcs Hepmeamu meneQoHHbIX
MowleHHU4Yecms,  obmama,  008epuUUBOCMU,  J1e2eH0 0  HOMOWU
POOCMBEHHUKAM;

M0100€ed4cb 00 30 1em ya36uma om MOWEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Hedsudcumocmvio (56,3%), ncesdo-uneecmuyuii 8 «OUp’CU» U
«po3sviepvluens unu akyuiy (65,4%);

auua cpeonezo so3pacma (30-49 nem) — naubonee maccosasn epynna
cpedu  nomepneguwiux om  HUKT-mowennuvecmea ¢  3axnoueHuem
2PAaACOAHCKO-NPABosulx 002080pos (33,1%).

be3pabomnvie u  Heyuawuecs yawe - NONAOAOMCS 8
uneecmuyuoHusie 108yuKu (46,2%), umo moocem 66imv C8A3AHO C NOUCKOM
UMU UCTNOYHUKO8 00X00A UNU Y8lleYeHUeM a3apmHbIMU CXeMAMU.

ITo cmocodamM coBepiIeHNMs] MOIICHHUYECTBA Yallle BCErO MPOUCXOISAT
OT HMMEHM O0JIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBiIsiOTCS
COTPYJIHUKAMH TIPABOOXPAHUTENIBbHBIX OpraHoB (MB/], CK, [®P, KI'h) u
paboTHHKaMu OaHKOBCKHMX OpTraHu3anuil. MOIIEHHUKH CTajdd 3BOHHUTH OT
UMEHHM PaOOTHUKOB CIYyXO rasza, BoJIOKaHaja, YHEPrOHAA30pa, MOOMIBHBIX
ONEpPaTOpPOB CBSI3M II0J] TMPEMJIOTOM OKOHYaHUS CpOKa JOroBopa u
npejyiaratoT Juisi €ro MnpojajieHus cooOmuTth mudpoBoi kox u3 cmc. Ilocne
nepefayd  Koja JKePTBE 3BOHUT COOOIIHMK MOIIEHHUKA U YyXKe
MPEJICTABIIACTCSA MPABOOXPAHUTEIIEM, 3AIIyTUBACT TEM, YTO YEJIOBEK Iepeall
JUYHBIE JaHHBIE U HA €ro uMs OyayT oOpMIIEHBI KpEeAUThl. A 4YTOOBI UX
n30exath npejiaraet 0hOpPMUTH BCTPEYHBIC KPEIUTHI U TIOJTyYSHHBIC IEHBIU
NEPEBECTU HA yKa3aHHBIN cUeT Wi OAaHKOBCKYIO KapTy.

IIpu cxeme oOmana oT wuMeHH pykoBoauTeneir (Fake boss)
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(vupeosicOenuilt.  00pazoeanusi, 30PABOOXPAHEHUs,  KVAbMYpPbl, NPeOnpusmuilL)
MOIIIEHHUKH 3aITyTUBAIOT MOJI03pEeHHEM B (PMHAHCUPOBAHUM IKCTPEMHUCTCKOM
NEATEeIIbHOCTH, MMPOBEICHUEM OOBbICKA U U3BSITUEM JCHET, TaKXKe MPeIiaraloT
JaHHbIA (aKT JepkaTh B TallHE M MOOOIIAThCA C  OINPENEICHHBIM
COTPYJTHUKOM TPABOOXPAHUTEIbHBIX OPraHOB, KOTOPBIA AKOOBI  JJis
COXpPaHEHUS JCHEKHBIX CPEJICTB MPEJIAraeT «BPEMEHHO» MEPEBECTH JICHBIU
Ha 3alIAIICHHBIN CUET.

B teneonHOM pasroBope He JOBEpPSITE HE3HAKOMBIM JIUIIaM, KEM Obl
OHU HE MPEACTABUIINCH, €CIIU Bbl HE KJETE TAKOTO 3BOHKA.

Tperb MomeHHu4ecTB (27,6%) coBepiIaeTcs MOJA BHUIAOM MPOJAANKH
ToBapoB B cerH Instagram wiau Telegram (uawe 6ceco mowennuxu
«npodarom» asmoszanyacmu, caoosvie Kaueiu, HOB0200HUE ejiu, MOpQI’lpanKWIbZ u
opyeue  mogapuvl).  3JIOYMBIIUICHHUKHA  OpearaloT  MNOTCHIUAIbHBIM
MOKYIATEJISIM MEePEBECTU MPEIOIIATy 3a TOBAP U OOEIIAIOT €0 BBICIATH IO
MOYTE WM KypbEpOM, MOCJE YEero OOIIEHHE NPEKpaIlaeTCs, U «KJIUEHT»
OCTA€TCsl HU C YEM.

Cnpaeouno:

Takorce naubonee pacnpocmpaneHubie npecmynHble CXembl:

360HKU om umenu oOaunka, compyonuxka MBJ[, KI'b u unwix
20CY0apCmeEeHHbIX 0pP2AH08, KO204 MOUWIEHHUK, UCNONb3YS MEXHOI02UIO
HOOMEHbl HOMEPA, 360HUM C HOMepPd, NoX0Xce20 HA OQUUUATbHBIL HOMED
banka u coobujaem o «nOOO3PUMENbHOU ONepayuuy ¢ Kapmot, «DJ10KUpogKe
cuemay UNU «NONbIMKE B6310Ma», a Ol «3aWUmvly UIU «OMMEHbL
onepayuuy npocum coobwums CVV-xo0, danuvie uz SMS-coobwenus c
KOOOM NOOMBEPIHCOeHUs, NAPOb U3 UHMEPHem-OaHKUHead Ul nepesecmu
OeHbeu Ha «Oe30nacHvlily (Ha camom oele NOOKOHMPOJIbHLIU MOULEHHUK))
cuem,

Guwmunzosvie SMS-coodbwenun u nucoma, xozoa npuxooum SMS-
coobujenue Ul 3NeKMPOHHOe NUCLMO C CO0OWeHUeM o «DJIOKUPOBKe
Kapmouly, «npobjeme ¢ HAN020M», «8blugpbluie 8 Jomepee», KOMmopoe
CO0epIHCUM CCHLIKY HA QUUIUH2O08bII UHMEpHem-pecypc (caum — KIOH),
KOMOpbIl  8bI2IA0UM  KAK — OQUYUATbHLIL — UHMepHem-pecypc  OaHKa,
HAN02080U UHCNEKYUU UIU OpPY2020 20CYOapCMBEHHO20 Op2aHd, 20e
mpedyemcs 88ecmu J102UH, NAPOTb, OAHHbIE NIAAMENCHBIX CPeOCms, Nocie
6800a KOMOPHIX COBEPULAEMC XUUEHUE,

MOUIEHHUYECMBA 8 COYUAIbHBIX CemaAX U meccenoxycepax («Vibery,
«WhatsApp», «Telegramy), koeoa 310yMbluLIEHHUK 83]1AMbIBAEN AKKAYHN 8
coycemu unu cosoaem ¢Helikogulll, NOXONCULl HA He20, Nuuiem OaUIKUM
POOCMBEHHUKAM OM UMEHU 81a0eNiblyd AKKAYHMA, YmoO CPOYHO HYIHCHBI
O0eHbeU Ha «O0YeHb 8adCHOe 0el0» (NONAl 8 CIONCHYIO CUumyayuio, Nonau 8
HTII u 0p.), npoca Huxomy He 360HUMb, AUOO AHALOSUYHAS NPeOblOYWell
cxema, Ko20a MUMEHbIO CIMAHOBAMCS OPY3bs, A MOWEHHUK Om UMeHU Opyad
nuwiem, Ymo 3acmpsi 3a epanuyel, y He2o YKpaiu OeHbeu/00KYMeHmMbl, U
npOCUmM CPOYHO nepegecmu cpeocmaeda;

(heitkoevle unmeprHem-mazazunvl, K020a co30Aemcst KpAacusblll Caim-
OOHOCMPAHUYHUK UAU 2PYNNA 6 COYUANbHOU cemu (3auacmyro 8
«Hnucmaepam»), ¢ 02pOMHLIMU CKUOKAMU HA AKMYAIbHLIL Y HACeleHus
mosap (mexnuxa «Appley, cadosas mebenvb, HaodysHble OaAccelitbl,
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bpendosas odexcoa u Op.), a nocie npedoniamvl Mmosap He Npuxooum, a
caum uau epynnel  ucwesaiom, JauUOO COOOWeHUs JHcepmevl  oanee
UCHOPUPYIOMCSL,

MOUWIEHHUYECMEA NOO0 BUOOM 20CYOAPCHIBEHHBIX OP2AHO08, K020d
Jlcepmee nocmynaem 360HOK OM UMeHU «cyobuy, «compyonuxa MBJ»,
«HANI02060UY ¢ MpPeOoBaAHUeM CPOYHO ONAAMUMb HEKUU (DUKMUBHbIU 002,
Wmpacgh unu NOWIUHY, Y2poxiCcas apecmom C4emos Uiy Opyeum HaKkazaHuem,
npocam YCmaHo8ums Npulodcenue 0as YOaleHH020 0ocmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuemay, umo oaem um
NOHBIL KOHMPOTIb HAO YCMPOUCMBOM NOMEPNEBULESO,

gunancoevle nupamudvl U UHEECHMIUUUOHHbBIE MOUIEHHUYECMEA,
maxkue KAk — NPeONONCeHUs  «BbLCOKOOOXOOHbIX — UHBECMUYULY 8
Kpunmosamomy, Oupoicu uiy cmapmansvl ¢ 2apaHmupoBaHHbIM 6blCOKUM
ooxooom. Ilpu smom Ha nepsom smane Mmocym 0adce BbINAAYUBAMDb
HebobuiUe NPoYeHmbl, Ymoobl NOMmepnesuiull GHec euje O0bLULEe OEHEeHCHBIX
cpedcma u npusesi pOOCMEeHHUKO8, Opy3ell U 3HAKOMbIX, NOCJle Ye20 NPOeKm
3aKpbl8Aemcs, a OeHelcHble CPedCmB8a NOXUWAIOMCSL,

6bIMO2AMENbCME0 HA UHMUMHOU NOYEe («CEeKCMmOopuieH»), Ko2oa
MOWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCePMBOLl, 6Mupaemcs 6 0osepue,
CKIIOHsIem K 00ujenuio 8 gudeouame UHMUMHO20 XApaKkmepa iy K Omnpagke
OMKPOBEHHBIX (homo, 3anucvléaem udeo Ul oeiaem CKPUHWOmbl, a 3amem
wanmasicupyem.

Omnacenus BBI3BIBAIOT HaOUpawlMe O000pOTH BBIMOraTeJbCTBA
(526 cayuaes) ¢ wucCHoONb30BaHWEM WH(OOPMAIMOHHO-KOMMYHUKAIIHOHHBIX
TEXHOJIOTUWA: MOTEPIIEBIINX MO PA3IUYHBIMHU NPEIJIOTAMU BBIHYKIAIOT Ha
Tu4HBIX ycTpoiicTBax [Phone BoiiTu He B CBOIO ydeTHyo 3amuchk. llocre
Bxona [Phone Giokupyercst Kak MOXUIIEHHBIM U CTAHOBUTCSI HE MPUTOTHBIM.
Jlnst pa30JIOKMPOBKYU 3JI0YMBIIIJIECHHUKN TPEOYIOT BBIKYII.

[ToaTomMy HH B KO€M cllyyae HeJib35l BXOAUTh HA CBOEM YCTPOMCTBE B
Yy:KYI0 YYETHYIO 3alIUCh, BJIaJIEIICl] YYETHOM 3alUCH MOXET 3a0JI0KUPOBATh
YCTPOMCTBO.

Coratig 4.

BUAbI KUBEPNPECTYNNEHUMA,
COBEPLUAEMBIE B CTPAHE

- 380HKK OT umeHu Banka, coTpyaHusa MBA, KI6 u
MHBX FOCYAAPCTBEHHBX OPTaHoB

PrirHrosee SMS-cooBLIEHUA 1 NHCbMa

MOWEHHUYECTES B COUMINTLHLIX CETRX M
MeCcceHpsepax

MOWEHHUHECTBA NPK OHNARH-NORYNKAX Ha
NACIAAKAX N0 NPOAAME TOBapOs

)
la,
@ PeRROBLIE MHTEPHET-MAraauHb
&

MOLWEHHUYECTEA MO BUAOM rOCYA3 PCTBEHHBIX
OpPravos

PUHIHCOBEE NMPAMKUAL W MHBECTULMOHHLE
MOWEHHWYECTBA

BHMOr3TENDCTEO H3 MHTUMHONA NOYEE




Crnemyer OTMETUTD, YTO (PMIIMHT ¥ MOIIEHHUY€ECTBO ¢ 0aHKOBCKMUMH
KAapTaMM SIBJISIOTCS CaMOW MacCOBOM KaTeropuei KMOEpMOIIEHHUYECTBA B
PecnybOnuke benapyce.

[Ipu sTOM Hapsimy C JAHHBIMH TMPECTYNMHBIMU CXEMaMHU MOIICHHUKH
aKTUBHO HCHOJIB3YIOT M Takoil MeToJl (uIIMHra, TMpU KOTOPOM
KOH(pHUIECHIMAIbHBIC  JaHHBICE  OCIIOPYCCKMX  TpaKJaH  JOOBIBAIOTCS
3JIOYMBIIUJICHHUKAMH  TIOCPEJCTBOM  TeJIe(OHHBIX 3BOHKOB. OTOT BH]
MOIIICHHUYECTBA HA3bIBACTCS «BULIIMHI).

Crnaiin 5. Buaeopoduk.

| A3BYKA
RS S

Cnpasouno:

Buwunze — smo ycmuas paszHosuonocms Quuiunea, npu Komopou
3M0YMIUIEHHUKU NOCPEOCEOM MeNehOHHOU C653U, UCNONb3YS NpUuembl,
MemoObl U MEXHON02UU NCUXOTIOSULECKO20 MAHUNYIUPOBAHUSL, NOO PAZHLIMU
npeono2amu, UCKYCHO Uepas OnpeoeieHHyio poib (KaK npasuio, cCompyoHuka
OauKka, MexXHUYecKko2o0 CHeyualucma u m.0.), BbIHYHCOAIOM Yeni08eKa
cooowumsb UM C80U KOHDUOEeHYUATbHblEe OAHKOBCKUE UNU NEePCOHANbHbLE
oaumuvle aUOO0 CMUMYIUPYIOM K COBEPUICHUIO ONPEOeleHHbIX OelUCmEUll CO
CBOUM DAHKOBCKUM CUEemOM UU DAHKOBCKOU Kapmol.

I[lo mepe pa3BuTug  UH(POPMANMOHHO-KOMMYHHMKANUOHHBIX
TEXHOJIOTMH  BO3PACTAIOT M  BO3MOKHOCTH KHOepNpPecTYNHHKOB.
HekoTopsle MOIIEHHHYECKHE CXEMBbI TIOJNYYHMJIA HOBYIO JKH3HB OJiaromaps
HCKYCCTBEHHOMY MHTEIIJICKTY.

Pacrer KonnM4yecTBO ciydyaeB MOIIEHHHUYECTBA C HCIOJIb30BAHHEM
TexHosioruun Deepfakes — 3To co3maHHBIE WCKYCCTBEHHBIM HHTEIJICKTOM
TOJIOCOBBIE COOOIIEHNUS W BHUICO3BOHKH OT SKOOBI KOJUIET, Apy3ed u
POACTBEHHUKOB, KaK MPaBWJIO, C MPOCKOOH O CPOYHOM JICHEKHOM TEPEBOJIE U
Ap.

[Ipu Buaeo3BOHKE ciaeayeT oOpaiiaTh BHUMaHHWE Ha TaKue JIeTalu, Kak
HEYETKOE WMJIM CMa3aHHOE M300pa)KeHHE JIMIa TOBOPSIIETO, OTCYTCTBHE HITU
HEECTECTBEHHAs! MUMUKA JIHIIA.
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[TomHUTE, YTO COTPYIHUKH OAHKOB M NMPABOOXPAHHUTEIBHBIX OPraHOB
HE 3BOHAT 4YE€pe3 MECCEHPKEephl C HCHOJb30BaHWEM BHUaeocBsa3u. Ilpm
COBEpIICHMH [ICHE:KHOI0 MepeBOJa TMOJ BJHMSHMEM MOLIEHHHKOB
He00X0IMMO He3aMeAJTUTEeILHO O0PATUTHCA B OPraHbl BHYTPEHHUX JIeJ
JUTSL COXpaHEHUS! JICHE)KHBIX CPEJICTB.

Jlaxke Korja HMCKYCCTBEHHBIM HMHTEIUIEKT HCIHOJB3yeTcsi BO Ojaro,
HY)KHO OBITb OCTOPOXXHBIM. Ecim pabOTHUK OpraHu3alud AymMaeT, YTo
3arpy3uT 1okyMeHT B 4aT GPT u oH Bce OBICTPO cAeNaeT, TO 3TO MPSIMOM
NyTh K YTEYKE KOH(PUACHIMAIBHBIX MAHHBIX. JIOKYyMEHTHI OTIIpaBsTCS Ha
CepBEpHI B JPYrOM TOCYNapCTBE, M 3aKOHBI HAIlIEH CTPaHbBI YK€ HE MOTYT
rapaHTUPOBATH UX OE30MACHOCTD.

Cnaiin 6.

MCNOJIb3OBAHUE £
MCKYCCTBEHHOIO MHTEI‘IHEKT(

B Uenesoi dpuwmunr Ges owmnBoK:
NEPCOHANUIMPOBIHHLIE W TPamMmaTHYECK DesynpedHble
Pacchinku, o6XOAALUME TMABHLIA MapKep yrpo3sl. |

B Mowernnnuectso yepes Deepfake: t
réHepaumMs BnAeC U roNocs pYHOBOACTES AN
CAHKUMOHHPOBIHKUA HEIIKOHHBIX PUHAHCOBHIX ouepe

B MH-60Tbl Ann COLMANBHOR HIKEHEPHM: |
BEJEHHE OCMBICIEHHBIX AMAN0OTOB ANA BbIMaHMBan
KOHDHACHUMANEHOW MHPOPMILMK.

Ipesunent benapycn A.I'.Jlykamenko, Boictynas Ha |l Munckon
MEXKTyHAIPOIHON KOH(MEPEHIMU 0 €Bpa3UMCKON OE30MaHCOCTH, KaK OJHY
U3 KJIIOUYEBBIX 3aJlad B I€JIOM O003HAYMJI HEOOXOJAUMOCTh NMPUHATHS MEpP B
00JJaCTM UCKYCCTBEHHOro uHTeliekTa: «Heynpaenaemas 2omka 6 3moil
cghepe npespawjaem e2o u3 none3nozo pecypca 6 opyxycue. B nepcnekmuege
— MACC06020 NOPAIHCEHUA .

Cnann 7.
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Heynpasnaemas 2o0HKa 8 smoli
chepe npespawyaem €20 (npum. -
UcKyccmeeHrbIl urmennexkm) U3
Mone3Ho20 pecypca 8 opyrue.
B nepcnekmuse — maccosozo

nopa3eHus. , ,

Mpezudenm Pecnylnusu Benopycs A.1. SIyK0Wenwo,
I MUHCKGA MEROYHGPOOHAA NOHDEDEHINS NO
eapa3uidckoli GezonacHocmu, 28 oxmatps 2025 2

CorpynHukamMu MuHucTEepcTBa BHYTpEHHHX JAen W HanumoHanbHOTO
O0anka PecnyOnuku benapych NpuHUMarOTCs Mepbl, HANPaBJICHHbIC HAa
0J10KMpOBaHUE MOLIEHHMYEeCKHX onepauuii. B bemapycu ¢ 1 mapra 2024 1.
nericteyer Yka3 Ilpe3dugenta Ne 269, koTopbelii mpeAocTaBisieT OaHKam
BO3MOKHOCTb IPUOCTAHABINBATH [TOJO3PUTENIbHBIC TEPEBOBI U COBMECTHO C
IPABOOXPAHUTENbHBIMUA OpraHaMH paccieloBaTh WHUUACHTHI. J{aHHBIHI
MEXaHU3M [03BOJIAET JOCTaTOYHO A(P(PEKTUBHO  B3aMMOJECUCTBOBATH
rpa’kJjaHaM ¢ opraHaMy BHYTPEHHHX JIeJl, & UM, B CBOIO OU€pEllb, «B PEKUME
24 Ha T7» mepenaBaTh YKa3aHHYI0 HH(POpPMAIUI0O OAHKOBCKOMY CEKTOPY H
nojsiyyaTb OT Hero 3(Q(EeKTUBHO M OBICTPO HH(OpPMALUIO O JUUAX U
MHCTPYMEHTaX, KOTOPbIEC 3aJCIICTBOBAHbBI B IPOTHUBONPABHON JIESTEIBHOCTH.
W camoe riaBHOE — MPEANPUHUMATH MEPBI, HAIIPABJICHHBIE HA COXPaHEHUE
y>K€ NOXHILEHHBIX JEHEXHBIX CPEICTB Y IPakaH U HEJOMYILIEHU IIEPEBOIA
UX Ha 3apyOeXHbIEC cUeTa.

B cBs3u ¢ HEOOXOIMMOCTHIO 3allUThl OT MOIIEHHUKOB OaHKHU
YCTaHABIMBAIOT JUMUTHI MO CHATHIO JCHEr B OaHKOMAaTrax Ha TEPPUTOPUU
benapycu.

boppsba ¢ »TuMHM mnpecTtymieHuAMH TpeOyeT He TOJbKO Ooiee
COBEPUICHHBIX TEXHOJOTUN 3alIUTHl, HO U (DYHAAMEHTAILHOTO MOBBIIICHHUS
u(pOBON TPAMOTHOCTH HACENEHUS, MOCKOJIbKY UMEHHO UYE€JIOBEK OCTaeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JIFOOOM crcTeMe 0€30MacHOCTH.

I{u¢gpoBass rpaMOTHOCTH HaCeJICHUS
Ku0ep0e30macHOCTb — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. OHa
HAYMHAETCS C TAKUX MPOCTHIX BEIIEH, KaKk BbIOOP HANEKHOTO Maposis Ui
JOMAIIHEN 3JEKTPOHHOM MOYThl. Ba)XHO NOMHHUTB, YTO OJUH M TOT K€
napojib HeNb3s HCIOJIb30BaTh OJHOBPEMEHHO Ui paboyel MOouThl, s
pErucTpalvi Ha pa3iu4yHbIX caWTax M B MecceHmkepax. K ciioBy, JnuHbIe
JaHHBIE Yallle BCETr0 MONAJaloT K 3JI0yMBIIUICHHMKaAM M3 0a3 JaHHBIX
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Mara3uHoOB (Mbl ocmasgisiem Qamuiuro, ums u omuecmeo, aopec u menieg)on npu
peaucmpayuu 0Jis1 NOAY4eHUss OOHYCHBIX WU CKUOOYHBIX Kapm).

HeoOxonuma »srnemeHTapHas nudpoBasi THrHeHa, NpU KOTOPOM
c00/II0ieHMe MPOCTHIX NMPABWJ NMOBEJEHMSI B CETH IO3BOJIACT 3alIUTUTH
NePCOHAJIbHBIC JJAHHbIC, (PUHAHCHI U YCTPOMCTBA OT KUOEPMOIIICHHUKOB.

Oco0yr akTyaabHOCTh TeMa HH(PPOBOM TUTHEHBI TPHOOPETAET B
OTHOLLICHWH MOAPACTAIOUIETO MOKOJEeHUA. JleTh CEerogHs He TOJIbKO aKTUBHO
OOIIIaI0TCA B MECCEHJIKEpax, HO U MOTPYKAIOTCS B MUP OHJIAMH-UTP, TAC UX
Kpyr OOIIEHUs pacHIMpsieTcs 3a cueT He3HakowmIeB. Cpead HUX MOTYT
CKPBIBAThCS U KUOEPIPECTYITHUKHU, CTPEMSIIIIUECS UCTI0JIH30BaTh PEOCHKA JIJIs
NoJlydeHUs: KOHpuAeHUHaIbHOM wuHopMamu. Heokpeniias TmCHUXUKAa,
MOJBEP>KEHHOCTh BHYIICHUID W MAHUITYJUPOBAHUIO JEIAOT HX JIETKOU
«II0OBIYE» NJIS 3I0yMBIIIJIEHHUKOB.

Cmaiin 8.

BE3OMNACHOCTb IETEA B CETU —

3TO HE 3ATMPETHI, A AOBEPUE U NPABUNA
BbICTPaMBARTE OTKPLITLIC OTHOWEHUA: PECEHON

AOMHEH FHATH, 4TO MOBMET PACCKaZaTh Bam 0 Mobok
npobGneme Ge3 crpaxa HaKa3aHMA.

YETaHOBMTE YeTHWE rPaNMLbL: COMMAcYATe Bpems
QHNARH, PAIPEWEHHBIE CIATHI U NPUAOKEHNA

UcnonvayiTe TeXHUNECKWE CpegcTea:
POAMTENLCKNIA KOHTPONL W OBILUME 3HKAYHTBLI
ANA MAAALLMX AeTeR

be3onmacHoCcTh JeTell B ceTH — 3TO He MPOCTO 3alpeThl, a CO3aAHUE
3alUMIICHHON cpeAbl M 00y4YeHHe NMPAaBWJIBHOMY MOBeleHHI0. B cembe
HEO0OXOAMMO BHICTPAWBATh JOBEPUTEIbHbIE OTHOIIIEHUS ¢ pedeHKoM. [leTn
HE JTOJDKHBI UCKATh TOHUMAHUS Y HE3HAKOMIIEB B CETH, a ObITh YBEPEHBI, YTO
MOTYT paccKazaThb POJUTEISIM O JI000H CTpaHHOW WM HEMPUATHOU
CUTYAIIMH B CE€TH 0e3 cTpaxa ObITh HaKa3aHHBIM.

BasKHO 1OroBOPUTHCH M YCTAHOBUTH YeTKHE NMPABUJIA. KAKUE CANTHI
MOKHO TIOC€IIaTh, CKOJIbKO BpPEMEHHM TMPOBOAUTH OHJIAWH, Kakue
MPUIIOAKEHUS MOKHO MCIIOJIb30BATh.

Jas Miagmmx aereil peKOMEHAyeTcsl CO3aBaTh aKKAYHThl BMECTE U
3HaTh UX NapoJiv. Vcrnosb3oBaHue CeuraJu3upPOBAHHOIO MPOrPAMMHOIO
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o0ecnevyeHnsi POAUTEIHLCKOT0 KOHTPOJIA [TO3BOJIUT OTPAaHUYNBATh BpEMS 32

9KpaHOM, PUIBTPOBATh KOHTEHT, OJIOKMPOBATH HEXKEIATEIbHbIE CAUTBHI.
CymecTByeT MHOKECTBO MPECTYNMHBIX CXeM, MCIIOJIb3YEMbIX

KHOEpMOIIEHHUKAMHY B OTHOLLIEHM U HECOBEPLICHHOJIETHUX JIeTeil.

Coatig 9.

PACMPOCTPAHEHHbIE CXEMbl KUBEPTPECTYN/IEHUMA NPOTUB AETEW

uBbecnnarHeien nofapku Defkosbie sanpocsl OT «Apyseiy pymunr =

Kubepbynnmur JecTpyrTHBHLIA KOHTEHT

X X

Cnpaeouno:

Cnocobvl kubepnpecmynienutl ¢ OMmHouleHuu oemetl U NOOPOCMKO8:

«becniamubley HNOOAPKU U  PO3BIZPBIMU, KO204 pebeHKy O
NOyYeHUs Gulucpvlila npeodiazaemcs nepeumu no ccolike U 88ecmu
niamedicHvle U uHvle OaHuvie e2o pooumeneu. OCHOBHAS Yelb — YKpACmb
OaHHble 6AHKOBCKUX KAPM UU YYEeMHbIX 3anucel;

«¢heiikosvle» 3anpocvl om Opy3zeil, K020a C UCNONb30BAHUEM
8310OMAHHO20 AKKAYHMa Opyea pebeHKa npocsim nomousb (nepegecmu
OeHedicHble CPpeoCcmea), a pedeHokK, JHcelds NOMOYb, MONHCEM He YCOMHUMbBCS
8 IUUHOCMU NPOCAUE20;

«CPYMUHZY, K020A 83DOCIIbIUL 310V MBIUIEHHUK NOO BUOOM C8EPCIMHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsax Uiu uepax, nocmenemHo
8b168€0bIBACN TUYHYIO UHGDOPMAYUIO, MAHUNYIUPYEm, 6bi3bl8Aen Y)YECME0
OnuzoCcmu, a 3amem MOdiCem BbINPAUUBAMb UHMUMHbIE (omo/eudeo umu
HA3HAYAMb JTUYHYIO GCMPEYY, UMO MOXCEem NPUBecmu K COBEPUICHUIO 8
OMHOWEHUU pebenKa Oelcmseull CeKCyalbHo20 Xapakmepa, Komopule
pebeHoK 8 Culy 803pacma He MOdiCem OYeHUsamv, KAK COYUATbHO-
3HaAuUMble, CYUMAs NPOUCX0oauee uspou;

«CeKCmopuen», Ko20a NpecmynHux, NOoay4yu8 UHmMuUMHbsle Gomo umu
8U0eo0 (000P0BOILHO OMNPABIEHHblE PeOEHKOM UNU Yepe3 83/10M Kamepbl),
Ha4uHaem wWaHmaxicuposams pebeHKa, blMo2ds KaK mamepuaivhvle oiaea,
Max u ycuyey, 8 mom Yucie ceKcyanibHo2o xapakxmepa,

Kkubepoyanune (uiu mpaens), ko2oa co30aOmcs epynnol U NAbGIUKU
011 HAcMeweK, YHUUMENbHbIX KOMMEHmMAapues, Omnpasisaiomcs yepo3svl 8
JIUYHBIX COOOWEHUSX, YMOObl NPUHUHUMb DEOEeHK) NCUXOJI0SUYECKYI0 00Ib,
YUMo HepeoKo MOdcem 3AKOHUUMCS Oenpeccuell Uil 0axce camoyoutiCmeom,

6o6leueHue 6 ORACHble Coo00ulecmea, nponazaHoupyrujue
oenpeccusHvle meueHuss, Cyuyuo, AHOPeKCuro, HAcuiue Uil SKCMpemusm,
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KOmopvle NpenooHOCAmMcst peOeHKy KaK Ymo-mo «MOOHOE», «KpYymoey U
«3anpemHoey.

Y&

4 KNOYEBBIX NMPABUNA BE3ONACHOCTH
B CETU AETEW UM NOAPOCTKOB

Xpauu nuunoe B Taine
He nyGaniyit aapec, WHoMy, reomMeTky, AaHHbIe J0KYMEHTOR M K
NAaHLI CEMBA.

Nomum anropurm « CTON-CNPOCKA-PACCKAXU »
CTON, ecnn uro-1o Hactopamusaet. CNPOCH y poantensi, y
ecnu HenokaTHo, PACCHAMM eapocnvim o moboi yrpoze
wik Anckomopre.

. Kowtponupyh kpyr obujenms
NoGasnit B Apy36A TOMKO TEX, KOTO IHASIIL ANUHO.
Hacrpoi npueatHocTs npoduna. \
BHAOMAA KPHTHMECKOE MbILLNEHHE

He nepexoam no COMHUTENLHLIM CChINKaM. He BEpb CAMLLIKOM
APLTOAHBMY NPEANOMEHNAM

Comarig 10.

Baxno Hayunth aeTed 1U(POBOM TPaMOTHOCTU U KPUTHYECKOMY
MblluIeHH0. MM HyXHO noHumarh, 4to HWHTEpHeT — 3TO0 OTpaKeHue
peajibHOr0 MHPA: B HEM eCTh M XOpollHe, U IJIOXHe JIIOAU, U MPaBuJia
0€30MaCHOCTH 3/1eCh TAK K€ BA'KHbI, KaK M Ha yJjuie. He s3xoHOMbTE Ha
BPEMEHHU, Yallle ¥ O0JIbIlIe pa3roBapuBalTe CO CBOMMU JEThMHU!

Takxe B 3al[UTE OT MPECTYIMHBIX MOCIATATENIHCTB, B UH(POPMUPOBAHUU
Y JTOMTOJITHUTEIbHOM BHUMAHUU HYXJIAIOTCS U JIOU MTOKUIIOr0 BO3PACTA.

*kk*k

3a mocienHee BpeMs B pecnyONHKe MPOU3OLUIN 3HAYUTEIIbHBIC
MO3UTHUBHBIC CABUTH: YAAIOCh OOIIMMHU YCHIUSAMHU TIEPEIIOMUTH TCHJICHIIHIO
pocTa YHciia KHOEpIPECTYIUICHHH, 3aMETHO BBIPOC YpPOBEHb HHUGPPOBOM
3alATHI, JEMOHCTPUPYET OIEPAaTUBHOCTh M aNalTUBHOCTh K TEKYIIUM
BBI30BaM O€JIOPYCCKOE 3aKOHOAATEIBCTBO B 00JacTU KuOEepOE30MacHOCTH U
ap. llpumedarenbHO, 4YTO HAMl OMNBIT OOPHOBI C KHUOEPHPECTYIMHUKAMU
aKTUBHO MPUMEHSIIOT B IPYTUX CTpaHaX.

Kak ormernn Ilpe3suaent PecmyOauku beaapycs A.l'.Jlykamenko,
«adconomuylo 3awumy om Kubepamaxk He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl OOJHCHb MUHUMUZUPOBAMb PUCKUY». DTOTO
BO3MOXKHO JOOWTHCS, KOTJa KaXKIbIM YYaCTHUK HWHGOPMAIMOHHBIX
OTHOIIEHUHW, KakIas oOpraHu3anus OyayT OTBETCTBEHHO TIOIXOJWTHh K
BBITIOJTHEHUIO TPEOOBaHMI MO KHOEpOE30MacCHOCTHU, a KaXKJbId YEI0BEK
IPOSIBUT OJUTENHHOCTh W BHUMATEIBHOCTH B ClIydae CHUTyallud C
MOIICHHUKAMH.
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Cnaiipg 11.

Pogurany, HaywHTe qeTed Npagwna BEpErHTE SHKIYHTL
NONESSEATECA HHTEpHaToM BE3NacHONDS NOES 4 HAA T adeprcToe!
Npaanbs!

AEAOEMMS YTIFARTEHAS

MNPK NP IAEHTE
PECMYBMNWKH BENAFY (R




